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Agenda 

• Overview of Cyber Crime  

• The top cyber threats to UK businesses and how to remain safe  

• What help is available 

• Further reading 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

£21.2bn – The cost of fraud to the private sector in the UK 
 

On average it is 231 days before you know you’ve been hacked 

74% of small businesses suffered a security breach last year 

The average cost of a security breach is £75k - £311k 

 
82% of firms believe they are too small for a cyber-crime attack 

Setting the scene 

Sources:   
http://www.pwc.co.uk/assets/pdf/2015-isbs-executive-summary-digital.pdf -  relates to points 2,3 &4  
https://londondsc.co.uk/ - Relates to points 1 & 5 
https://www.cert.gov.uk/ - relates to point 5 
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https://www.cert.gov.uk/


 

 

 

 

 

 

 

 

 

 

 

“The manipulation of situations and people that result in the targeted 
individuals divulging confidential information” – CIFAS fraud 

prevention agency  

Social 
engineering is 
one of the most 
prolific and 
effective means 
of gaining access 
to secure systems 
and obtaining 
sensitive 
information, yet 
requires minimal 
technical 
knowledge. Your 
people are your 
biggest weakness 
when it comes to 
cyber security. 

Social Engineering 



1. Sender - Were you expecting this email? Not recognising the sender isn’t 
necessarily cause for concern but look carefully at the sender’s name – does it 
sound legitimate, or is it trying to mimic something you are familiar with? 
  
2. Subject line - Often alarmist, hoping to scare the reader into an action without 
much thought. May use excessive punctuation. 
  
3. Logo - The logo may be of a low quality if the attacker has simply cut and 
pasted from a website. Is it even a genuine company? 
  
4. Dear You - Be wary of emails that refer to you by generic names, or in a way 
you find unusual, such as the first part of your email address. Don’t forget 
though, your actual name may be inferred by your email address. 
  
5. The body - Look out for bad grammar or spelling errors but bear in mind 
modern phishing looks a lot better than it used to. Many phishing campaigns 
originate from non-English speaking countries but are written in English in order 
to target a wider global audience, so word choice may be odd or sound 
disjointed. 
  
6. The hyperlink/attachment - The whole email is designed to impress on you 
the importance of clicking this link or attachment right now. Even if the link 
looks genuine, hover the mouse over it to reveal the true link, as shown in the 
image below. It may provide a clue that this is not a genuine email. If you are still 
unsure, do not click the link – just open a webpage and log onto your account 
via the normal method. If it appears to be from a trusted source, consider 
phoning the company’s customer service, but never follow the email’s 
instructions. Be aware that some companies operate policies stating they will 
never include links in emails and will never ask for personal information. Again, if 
in doubt, open a browser and check – and do not open attachments. 
  
7. Signature block - The signature block may be a generic design or a copy from 
the real company. 
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Phishing email – what to look for 



Supplying details to a fraudster who has phoned you claiming to 
be from your bank or credit card provider, or from the police and 
telling you there is a problem. They ask you to confirm 
confidential information in order to solve the problem. This is 
known as vishing. They may even despatch a ‘courier’ to collect 
payment cards or other records from you, known as courier fraud. 

 

Vishing 

Smishing 

Text messaging scams called SMiShing – short for SMS 
phishing – are very similar to traditional phishing except they 
happen via text message versus email. In a typical scam, you 
would receive a text message that appears to be from your 
financial institution, asking you to confirm or supply account 
information. This is especially dangerous since some of us are 
used to receiving official text messages from our banks. 

Examples of social engineering 



• Never reveal personal or financial data including usernames, 
passwords, PINs, or ID numbers. 

• Be very careful that people or organisations to whom you are 
supplying payment card information are genuine, and then never 
reveal passwords. Remember that a bank or other reputable 
organisation will never ask you for your password, pins or 
authentication codes via email, phone call or SMS 

• Remember that a bank or other reputable organisation will 
never ask you for your password or PIN via email or phone call.  
If you think someone knows your password or PIN change it 
immediately.  

• Do not open email attachments from unknown sources. 
 

• Do not readily click on links in emails from unknown sources. 
Instead, roll your mouse pointer over the link to reveal its true 
destination, displayed in the bottom left corner of your screen. 
Beware if this is different from what is displayed in the text of the 
link from the email. 

 

How to avoid Social Engineering attacks 



Cyber Attack - Start Points 

• Malware gives the fraudster access to personal information, account details, 
passwords, key logging and mouse movement, ability to watch the victim's screen. 
Trojans often open ‘backdoors’ to the affected computer system, giving the 
fraudster remote access. 

 
• Removable storage. 
• Embedded documents. 
• Links and downloads. 
• Virus-infected networks.  

 
• Passwords are the front door keys to an organisation, and here is how to get hold of 

them: 
 

• Deception – tricking you into revealing it. 
• Brute Force – a automated effort to hack your password. 
• Spyware – recording you log in. 
• Shoulder surfing – watching you log in. 



Man In the Middle Attack 

The attacker intercepts the network and watches the transactions between the two 
parties and steals sensitive information. Consider using a Virtual Private Network 
when connecting to public Wi-Fi. 

Brute Force Attack 

Continuously attempting to crack your password. Make sure you have a strong 
password policy. Use a combination of alpha numeric and special characters. Avoid 
dictionary words due to password crackers, use 2-factor where possible, don’t use 
common passwords, i.e. Password or 123456, do not store passwords in clear text, 
different passwords between personal and business. If one password is known and 
there are similar passwords in other systems, change them.  

DDOS Attack 

Overwhelming your servers to take your site down 
and deny service to your site / servers. 

Invoice Fraud 

Claiming that you need to change your payment destination or a demand for 
payment via phone, fax and email. 

Common types of attack 



Trojans 
 

 
• You get a message to update your Smart card reader software. 
• You are prompted to enter your card number and pin to start the download. 
• A trojan downloads, takes control of the computer and starts to steal your money. 

 
Note: 
 
• Gemalto eSigner never offers automatic updates. 
• Never reveal your card number and/or PIN 
 
If this happens: 
 
• remove your Smart Card immediately 
• disconnect the infected machine from the network 
• contact us for additional support on 0330 1560155. (Calls to 03 numbers use free plan 

minutes if available. Otherwise they cost the same as 01/02 prefix calls) 
 
You will only ever be prompted to enter you Smart Card and PIN when logging in, authorising a 
payment or approving an administrative change. 



Obeying Orders 

Smith, Jon : SB Ltd 

Every week Barclays 
has reports of Cyber 

Fraud from people, 
organisations and 

businesses where a 
successful ‘con’ trick 
has worked, and the 

criminal has fooled 
somebody into doing 

something they 
shouldn’t… 



 Be alert to unexplained or unexpected credits to your account 

 Be sure the funds are cleared before you deliver goods or provide services 

 Don’t be fooled by the narrative it does not mean the funds are cleared 

 Never pay any refunds to somebody against uncleared funds 

 If in doubt speak to your relationship team 

 Also find guidance on cheques and clearing timescales at 
http://www.chequeandcredit.co.uk/cheque_and_credit_clearing/the_cheque_clearing_
cycle/ 

 

 

Fraud smart tips – Cheques – receiving  
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Reducing the impact of cyber attacks – The 4 stages 

Credit CESG 

Keep data 
backed up 
regularly 



Information 
Risk 

Management 

User Education 
and Awareness 

Home and Mobile Working - 
protect data using an 

appropriately configured 
Virtual Private Network 

Secure Configuration - remove 
or disable unnecessary 

functionality 

Removable media 
Controls –  limit 

removable devices such 
as USB drives  

Managing User 
privileges – do they 

need the access?   

Incident Management - establish 
an incident response and disaster 

recovery plan  

Monitoring – constantly 
monitor inbound and 

outbound traffic  

Malware 
Protection 

Network Security – avoid 
connecting to untrusted 

networks   

Credit CESG 

“Please note that the following information is not a comprehensive guide to cyber security and keeping yours and your 
customers information safe.  There can be no replacement for having the expertise of a cyber-security professional and 
regular testing of systems and networks. We always recommend seeking out  professional expertise to ensure you are 
compliant with all legalities and requirements from a data protection perspective.” 

 

10 steps to cyber security – some basic guidance 



Internet Security Software 

• Nothing guarantees 100% security - but it makes you a more difficult target. 

• Barclays Online Banking customers can get free Kaspersky security software. 

• BIB and barclays.net customers can get free WebRoot security software. 



CERT-UK is the national computer response team 
and work towards enhancing the UK’s cyber 
resilience  

CERT-UK hosts the Cyber-security Information 
Sharing Partnership (CiSP) which is a joint 
industry/government initiative to share cyber 
threat and vulnerability information in order to 
increase overall situational awareness of the cyber 
threat and therefore reduce the impact on UK 
business 

A nationally recognised certification establishing 
that you take cyber security seriously and have 
stood up to resilience checks carried out by a 
professional body.  

What support is available  



Barclays Services Are Secure  – The Barclays Promise 

Online and Mobile Banking both have multiple 
layers of protection: 
 
• Data sent between you and Barclays is 

encrypted securely. 
• You have secure access to our online channels. 
• We have advanced Fraud Detection 

processes. 
 

Remember to: 
 

• Use a PIN Pad. 
• Remove the card after login - and keep it 

secure. 
• Two to sign – use configurable signing and 

authorisation controls. 

Barclays will contact customers from time to time but 
will never: 

 
• Ask you to reveal your PIN. 
• Ask you to change your PIN. 
• Ask you for your password. 
• Send unsolicited requests to download software. 
• Ask for your smart card number, except in response 

to a call from you to resolve a specific issue. 

• Call and ask a client to make a payment. 

• Provide bank details to a client to make payments. 

• Ask a client to allow access to their system. If the 
client receives such a call they should act with 
caution and contact their relationship team 
immediately to verify. 

 

Always take time to validate any such request to ensure 
that the person making the request is who they say they 
are and has the required authority. 

Avoid replying to emails, take care when clicking on any 
links or opening attachments, and be careful when 
calling back taking care to use independently obtained 
contact details. 



 www.digitaldrivinglicence.barclays.co.uk - Our platform to educate all staff members in all 
things digital.  Please log on and complete the cyber security module to enhance your 
understanding 

 www.cyberstreetwise.com - HM Government site – Be Cyber Streetwise is a cross-
government campaign funded by the National Cyber Security Programme 

 www.cyberstreetwise.com/cyberessentials - Cyber Essentials – new Government-backed 
and industry supported scheme to guide businesses in protecting themselves against cyber 
threats 

 www.cert.gov.uk - Working with partners across industry, government and academia to 
enhance the UK’s cyber resilience 

 www.actionfraud.police.uk - The UK’s national fraud and internet crime reporting centre 

 www.barclayscorporate.com/information/fraud-videos.html  - A list of videos explaining the 
types of social engineering fraud used by cyber criminals 

 https://www.getsafeonline.org/ -  An online resource of advice about staying safe while 
online 

 

Barclays Bank PLC. Authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and the Prudential 
Regulation Authority (Financial Services Register number: 122702). Barclays Bank PLC subscribes to the Lending Code which is monitored 
and enforced by the Lending Standards Board. Further details can be found at www.lendingstandardsboard.org.uk. Barclays Insurance 
Services Company Limited is authorised and regulated by the Financial Conduct Authority (Financial Services Register number: 312078). 

 

 

 

 

 

 

 

Further reading 

http://www.digitaldrivinglicence.barclays.co.uk/
http://www.cyberstreetwise.com/
http://www.cyberstreetwise.com/cyberessentials/
http://www.cert.gov.uk/
http://www.actionfraud.police.uk/
http://www.barclayscorporate.com/information/fraud-videos.html
http://www.barclayscorporate.com/information/fraud-videos.html
http://www.barclayscorporate.com/information/fraud-videos.html
https://www.getsafeonline.org/
https://www.getsafeonline.org/
http://www.lendingstandardsboard.org.uk/


Any questions? 


